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	Reason for change:
	There’s an EN as following:
Editor's note:	The handling of the PEMC in 5GC in relation with PIN is FFS.
In SA1 specification (clause 6.38.2.9 of TS 22.261), it has following requirements:
-	Authorize/deauthorise for a PIN Element(s):
-	which other PIN Element it can communicate with, 
-	which applications/service or service in that PIN it can access,
-	which PIN Element it can use as a relay.
-	Authorize/deauthorise a UE to perform service discovery of PIN Elements over the 5G network;
-	Configure a PIN Element for external connectivity e.g.via 5G system;
In FS_PIN study, we have studied the solution and has following conclusions related to the above requirements:
1)	When the communication between a PEMC and a PINE behind a PEGC takes place via 5GC, or when the communication between PINEs requires multiple PEGCs and 5GC, the existing traffic forwarding functionalities in 5GS via UPF(s) or N6 can be applied if available.
4)	If AF for PIN is used, the AF can request the 5GC to exposes capabilities in order for the AF to provision parameters for resources configuration/deconfiguration for a PIN, QoS authorization for a PIN, QoS control for the PIN traffic, and routing control for the PIN traffic. The mechanism and criteria used by the AF to determine the need for a QoS modification for the PIN traffic are out of 3GPP scope.
8)	PIN indirect communication via PEGC is managed within the PIN, which may be supported by 5GS.
If the communication is routed not via 5GS, the traffic is able to be controlled by UE OS/APP, but when the communication is routed via 5GS, the traffic mapping/routing is fully controlled by URSP rules, UE OS/APP has no way to influent the traffic, i.e., the traffic will not go to OS from low layer then back, or OS/APP is not able to install any filters for the traffic routing via 5GS, it is because the communication module and other part of UE are similar as different NFs in CN, they use standard interface to interact with each other, and the communication module does not have corresponding APIs for that purpose.

In order to support the requirements when traffic is via 5GS, the filters can only be installed in 5GC to enforce the traffic routing management requirements.

Clause 5.8.2 is for UP management handling, and to forward traffic, corresponding PDRs and FARs need to be installed in UPF. There’re three kinds of routing/forwarding: local switch (i.e., via UPF internal interface - "5G VN internal" interface), N6-based forwarding, and N19-based forwarding.

Not like internet that peers propabaly can communiate with each other without relay, e.g., P2P communication without relay, N6-based forwarding is not applied for traffic between PDU Sessions, allowing any UE sends packets to another UE without AF/IMS will cause serious issues, a NA(P)T will be deployed between UPF and a N6 router. 5G VN group only uses N6-based forwarding for those members connected via N6 not via PDU Session.

Even N6-based forwarding is allowed for PIN, the N6 path are shared by traffic without isolation, while for local switch, Network Instance in PDR and FAR can be used to separate PINs, 5G VN groups, for N19-based forwarding, different PINs/5G VN groups can use different N19 tunnel, which isolates the traffic ammong different PINs/5G VN groups naturally. 

Considering we need PDRs and FARs for routing traffic among all PEGCs and PEMCs for a PIN to enable PIN manangement, we use m as the number of <PDR, FAR> sets. Then we consider the traffic between PINEs as following.

For one-step forwarding, when traffic of PINE A<->PINE B for a PIN is allowed, a UL PDR for A shall include destination B and DL PDR for A shall include source B, as well as UL PDR for B shall include destination A and DL PDR for B shall include source A, which means a traffic needs 4 sets of <PDR, FAR>, n traffic needs total m+4*n sets of <PDR, FAR>. 

In order to reduce the PDRs and FARs and have stable PDRs and FARs as possible as we can, it is proposed that two-step process as well as local switch and, if applied, N19-based forwarding are used for communication between PDU Sessions, which is described in the CR text that shows for PINE A<->PINE B traffic, only two sets of <PDR, FAR> are needed because part of m sets <PDR, FAR> can be shared.

In order to manage PINE-to-PINE communication, it is best that IPv6 address is used to identify each PINE, if IPv4 is used, PINE will share the IP address of PEGC.
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* * * * 1st change * * * *
[bookmark: _Toc122440973][bookmark: _Toc20150307][bookmark: _Toc27847115][bookmark: _Toc36188248][bookmark: _Toc45184162][bookmark: _Toc47343004][bookmark: _Toc51769706][bookmark: _Toc114665807][bookmark: _Toc20149626][bookmark: _Toc27846417][bookmark: _Toc36187541][bookmark: _Toc45183445][bookmark: _Toc47342287][bookmark: _Toc51768985][bookmark: _Toc114664949][bookmark: _Toc20149656][bookmark: _Toc27846447][bookmark: _Toc36187571][bookmark: _Toc45183475][bookmark: _Toc47342317][bookmark: _Toc51769015][bookmark: _Toc114664979]5.8.2.X	Support for PIN communication
5.8.2.X.1	General
In order to support communication of a PIN, a common SMF is controlling PSA UPFs that the PDU Sessions for the PIN are anchored at the PSA UPFs. 
The two-step detection and forwarding process described in clause 5.8.2.13.0 as well as UPF local switching with UPF internal interface (i.e., "5G VN internal") and, if applied, N19-based forwarding are used for routing traffic between PDU Sessions. The SMF shall provide the PDRs and FARs related to the UPF internal interface as described in clause 5.8.2.13.0 with Network Instance set to the value representing the PIN whenever more than one PIN has to be supported in the PLMN. 
When a PDU Session established by a UE is associated with a PIN, the "Traffic management for PIN" indication is received for the PDU Session, and the UE has subscripbed the PIN, the SMF provides following N4 rules for the N4 Session corresponding to the PDU Session to enable the processing of packets received from the PEGC, and packets towards the PEGC and PINEs behind the PEGC as described in clause 5.8.2.13.1 with following additions: 
-	The PDR with Source Interface set to "access side" shall also contain the Source Address set to the IP address (es) of the PEGC; 
-	The PDR with Source Interface set to "5G VN internal" shall also contain the Destination Address includes the IP address (es) of the PEGC and PINEs behind the PEGC; 
-	In case N19-based forwarding is applied, the PDR with Source Interface set to "5G VN internal" shall also contain the Destination Address includes the IP address (es) of the PEGCs and PINEs behind the PEGCs anchored at the peer UPF of this N19 tunnel.
In addition, the SMF provides N4 rules for the N4 Session to enable PINE-to-PINE communication via 5GS as described in clause 5.8.2.X.3, and to enable communication with DN as describd in clause 5.8.2.X.4.
5.8.2.X.2	Support communication for PIN management
To enable management of a PIN, a common SMF is controlling PSA UPFs that the PDU Sessions for managing the PIN are anchored at the PSA UPFs. 
When a PDU Session established by a UE is associated with a PIN, the "Traffic management for PIN" indication is not received for the PDU Session, and the UE's Session Management subscription data includes an Internal Group ID corresponding to the PIN, the SMF provides N4 rules for the N4 Session corresponding to the PDU Session as described in clause 5.8.2.13.1 to enable the processing of packets received from this PEMC with following additions:
-	The PDR with Source Interface set to "access side" may also contain the Destionation Address set to the IP ranges of the PIN; 
-	In case N19-based forwarding is applied, the PDR with Source Interface set to "5G VN internal" shall also contain the Destination Address includes IP address (es) of the PEGCs and PINEs behind the PEGCs anchored at the peer UPF of this N19 tunnel.
5.8.2.X.3	Enabling PINE-to-PINE communication
For a PDU Session described in clause 5.8.2.X.1, when traffic description (i.e., represented by packet filters) for the PDU Session is received, the SMF checks whether the traffic needs to be routed between the PDU Session and other PDU Sessions for the PIN.
If check succeeds, the following applies:
-	The SMF provides for the N4 Session (i.e. N4 Session corresponding to the PDU Session) the following N4 rules that enable the processing of packets received from this PEGC.
-	in order to detect the traffic, a PDR containing Source Interface set to "access side", CN Tunnel Information set to PDU Session tunnel header (i.e. N3 GTP-U F-TEID), and Packet Filter Set includes UL part of the traffic description; and
-	in order to forward the traffic, a FAR containing Destination Interface set to "5G VN internal".
5.8.2.X.4	Enabling communication with DN
For a PDU Session described in clause 5.8.2.X.1, when traffic description (i.e., represented by packet filters) for the PDU Session is received, the SMF checks whether the traffic needs to be routed between the PDU Session and DN.
If check succeeds, the following applies:
-	The SMF provides for the N4 Session (i.e. N4 Session corresponding to the PDU Session) the following N4 rules that enable the processing of packets towards DN.
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", and Packet Filter Set includes UL part of the traffic description; and
-	in order to forward the traffic, a FAR containing Destination Interface set to "core side".
-	The SMF provides for the N4 Session (i.e. N4 Session corresponding to the PDU Session) the following N4 rules that enable the processing of packets received from DN.
-	in order to detect the traffic, a PDR containing Source Interface set to "core side", and Packet Filter Set includes DL part of the traffic description; and
-	in order to forward the traffic, a FAR containing Destination Interface set to "5G VN internal".
* * * * 2nd change * * * *
5.44.3.1	PDU Session Establishment for PIN
When a PDU Session associated with a PIN is established by UE with PEGC subscribed the PIN, an SMF is selected according to clause 4.3.2.2.3 of TS 23.502 [3]. The UE with PEGC may uses IP address allocation methods as specified in clause 5.8.2.2 (e.g. i.e. IPv6 Prefix Delegation feature) for allocating IPv6 addresses to PINEs or mapping addresses of PINEs to IPv6 addresses.
One PEGC may serve more than one PINs and in this case the PEGC shall have at least one PDU Session for each PIN if the PIN traffic is via PEGC/5GC. One PIN may be served by more than one PDU sessions in the PEGC.
Editor's note:	How and whether to handle the case where PINs share a PDU session and local switching is FFS.
Editor's note:	One PIN served by more than one PDU sessions in PEGC is FFS.
Editor's note:	The handling of the PEMC in 5GC in relation with PIN is FFS.
* * * * End of change * * * *

